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NNMO04AA02C
Mod. No. 18

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

(continued)

The purpose of this modification is to revise Attachment J-1, Performance Work
Statement, pursuant to the “Changes” clause, to delineate changed security
clearance requirements. It is mutually agreed that this revision will be
accomplished within the existing contract value and will not require an upward
adjustment to that amount. Accordingly, NNM04AA0O2C is modified as follows:

A.

Attachment J-1, Performance Work Statement, Sections 3.3, IT Security,
and 5.5, Information Technology (IT) Security Services, is revised to
include the following requirement (identical in both areas) in lieu of the
language currently contained therein:

3.3, IT Security

From: “f. Ensure that all personnel associated with IT security have a
minimum of a final Secret Security clearance or higher.”

To: 4. Ensure that all personnel requiring access to DoD Classified
information or networks have a minimum of a final Secret Security
clearance or higher.”

5.5 Information Technology (IT) Security Services

From: “o. Ensure that all personnel associated with IT security have a
minimum of a final Secret Security clearance or higher.”

To: “o. Ensure that all personnel requiring access to DoD Classified
information or networks have a minimum of a final Secret Security
clearance or higher.”

The modification(s) made above are reflected in total on the change
page(s) enclosed herewith. In order to reflect the change(s) made, the
page(s) listed below are hereby deleted from, or added to, NNM04AAQ2C.
Specific area(s) of change are indicated by bold text or a vertical change
bar included in the right margin.

Page(s) Deleted Page(s) Added
J-1-22 J-1-2
J-1-68 J-1 68

Except as provided for herein, there are no other changes to
NNMO4AA02C.



3.2 DIGITAL TELEVISION (DTYV)

The contractor shall support the NASA DTV Project. Support to the project
shall include project management, design and engineering, operations, intercenter and
intracenter coordination, implementation, and sustaining engineering directly related to
the DTV Project. In providing this service, the contractor shall:

a. Provide customer support, such as collecting television requirements and
preparing data in appropriate formats (DRD 974MA-007).

b. Develop transition and implementation plans (DRD 974MA-007).

Develop a laboratory to test equipment, interfaces, and processes.

Provide a technical interface with vendors, broadcast, and commercial

television communities.

e. Provide engineering and operation expertise for consulting on distribution
of audio and video between NASA Centers, within the centers, and to the
media.

f. Coordinate Agency DTV implementation.

g. Coordinate, organize, and participate in technical working groups.

h. Support DTV flight projects.

e o

33 IT SECURITY

The contractor shall provide IT Security services to the Agency customers.
These services include maintenance of existing capabilities, development or acquisition,
and implementation of enhancements. In providing these services, the contractor shall:

a. Utilize NASA’s IT and wide area network capabilities to perform the
support functions at all field centers and Headquarters.

b. Ensure that all IT resources and components are secured to minimum
requirements in accordance with NPR 2810.1 and shall react to deal with
any vulnerabilities or security incidents that might occur. This includes
threat notification responses, risk management, network monitoring,
centralized database collections, security response tracking and analysis,
and forensics of IT Security activities. The contractor shall work closely
with the NASA Center IT Security Managers or their representatives at all
Centers.

c. Establish and maintain contact with internal and external technical
working groups to include IT and IT security professional associations,
NASA field centers, vendors, other government agencies, and
national/international industry organizations.

d. Evaluate, develop, and test prototypes of IT security tools, techniques, and
training.

e. Recommend, assist as needed in design, implement and maintain a
firewall architecture/design that meets the NASA IT Security standards for
perimeter architecture and Agencywide projects and networks.

f. Ensure that all personnel requiring access to DoD Classified information
or networks have a minimum of a final Secret Security clearance or
higher.

J-1-22 (Mod. No. 18)
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security response tracking and analysis, and forensics of IT Security
incidents.

Develop and test prototypes of IT security tools, techniques, and training.
Install and maintain firewalls for the MSFC and NSSTC private and
public networks.

In concert with Agency requirements, manage and maintain secure
authentication services for MSFC customers, including token-based and
smart card services (see section 3.3.5).

Develop, evaluate, and test prototypes of IT security tools, techniques, and
training specific to the MSFC and NSSTC environment.

Perform risk assessments, vulnerability scans and assist with system
security life-cycle development planning, security plan composition and
maintenance, and other procedural/technical protective controls for MSFC
and NSSTC IT resources (DRD 974CD-001).

Assist with the implementation and administration of specific IT
management disciplines, standards, and conventions as promulgated in
Federal and Agency statutes, regulations, policies, procedures,
administrative instructions, information bulletins, and directives.

Provide support for disaster recovery planning, contingency planning,
vulnerability analysis, risk and exposure management, corrective action
planning, sensitive disciplines, training, and reporting.

Provide rehabilitation support for IT resources impacted by hostile code or
malicious software, including:

1) Detection, validation and eradication services for MSFC and NSSTC

information systems;
2) Restoration of the system to its pre-infected configuration;
3) Reallocation of resources to ensure the efficient and timely eradication
of widespread infections.

Maintain awareness of, monitor for, and provide protection against denial
of service attacks, intercepted transmission, and unauthorized access or
intrusion into NASA resources.

Handle, protect, and track administrative Privacy Act Information and
proprietary data in accordance with applicable regulations and procedures
(Attachment J-10).

Collaborate with other entities to effect a strong IT security posture.
Assure compliance with architecture standards and guidelines
(Attachment J-10).

Ensure that all personnel requiring access to DoD Classified information
or networks have a minimum of a final Secret Security clearance or
higher.

Provide support for forensic investigations to MSFC Protective Services
and other law enforcement agencies.

Provide engineering for NASA standard PKI certificate servers located at
MSEC.

Implement MSFC conversion to and operation of Agency standard IT
resource account management system.

J-1-68 (Mod. No. 18)



	
	
	
	
	


